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PRTK"/DNA® Languages and Character Groups

Passwords should be difficult for others to guess. However, the owner of the password needs to
be able to remember it, which means it must conform to some rules known and employed by the
owner. That is, it should be something familiar enough for the owner to recall and repeat.
That’s why passwords are usually composed in a language familiar to the password owner.

Whenever an encrypted file is added to Password Recovery Toolkit (PRTK) or Distributed
Network Attack™ (DNA), you can apply certain settings to the resulting job. Among these
settings are languages and character groups. The settings you choose will have a dramatic effect
on the time it takes to recover a password.

A Simplified History of Character Sets and Encoding

Digital computers need a mechanism to represent human language, specifically writing. The
smallest unit that could be manipulated and stored by the earliest computing machines was the
byte, composed of eight binary bits. Most simply, standards arose based on the use of byte
values for characters.

One of the first standard created (and still in use today) was defined to use only seven of the
eight bits in a byte, and represents the basic characters used by the English language. Today, this
is called 7-bit ASCII (pronounced ASK-ee), which is an acronym for the American Standard
Code for Information Interchange. Each character in the set is represented by a value from 0 to
127 encoded as a byte.

As the need to represent other languages became more important, the eighth bit was also used,
and the number of characters was increased to support the set of characters that applied most
widely to the written languages of Western Europe.

Over time, code pages were created. By specifying in the operating system which code page was
currently active, the meaning of each byte value would change based on the character set.
Computer users could now select the character set that best met their language needs.

Computer operating systems generally adopted ASCII for the first 128 characters; however they
came up with their own definitions for the last 128. Even though the encoding was the same,
transporting data from one computer to another was troublesome because different operating
systems chose different characters for their sets, or different meanings for the values within a set.

Ultimately, a new standard representing the languages of the world was developed. Named
Unicode®, it provides the means to represent the many characters used for particular languages
or other purposes. Unicode also defines a variety of encodings that can be used for manipulating
and storing character values.

Since 2000, software companies have been adding support for Unicode to their operating
systems. Today, most provide complete and integrated support for the standard. Today’s
software developers are more likely using Unicode in their applications than the old code page
model for character representation.
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Though passwords may still be composed from code page characters, more often they are
composed from the Unicode character system and stored using one of its defined encodings.
This is what makes language so important in password recovery.

Language Selection

Choosing a language to use in PRTK/DNA affects two aspects of password recovery: the
dictionaries selected for dictionary attacks, and the character sets that will be used to augment
dictionary or brute force attacks.

Whenever a language is selected, any dictionaries that contain words of the chosen language are
also selected. These dictionaries can be selected or deselected independently as a particular job
may require, but all dictionaries corresponding to the selected languages are used by default.
Very simply, dictionaries are intended to contain as complete a collection as possible of the
words used for a particular language'.

One of the more complicated aspects of language selection is the implied selection of character
sets associated with each language. The selection of the languages for a particular job
corresponds to the selection of character sets to be used. A character set is a collection of
characters that pertain to a particular language or purpose. Two different mechanisms emerged
for supporting characters: the code page model, and the newer Unicode model.

Code Page Model

Code pages were developed around the basic principle that characters could be encoded
as a byte. In its simplest form, each code page is designed to represent a set of 256
characters: the first 128 of which are the ASCII character set, and the second 128 of
which are defined according to the purpose of the code page. Some code pages, however,
do not contain the ASCII set at all, and are entirely comprised of other characters or
symbols.

Because all code pages use the same encoding, and because that encoding is limited to
256 unique code points (one per entry in the code page), the worst-case scenario for
recovering a password is to have to try all possible combinations of the 256 code points
in sequences ranging from one to some maximum length.

This leads to trying 256 possible single character passwords, 65,535 two-character
passwords (256 x 256), 16,777,216 three-character passwords (256 x 256 x 256), etc.
Calculating the total number of passwords composed of the whole 256 code points in
sequences ranging from 1 to 10 is approximately 1,200,000,000,000,000,000,000,000 or
1.2E24! Much too big to be tested in a reasonable time, and this covers only those
passwords up to 10 characters long.

! See PRTK/DNA Biographical and Custom Dictionaries.
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Unicode Model

Unicode is organized different from code pages. Where code pages reuse the same code
points, Unicode attempts to define all the characters used in both living and dead written
languages, as well as a side variety of symbols and other characters. Each character has
an assigned code point within the Unicode character set, which currently has 1,114,111
available entries.

The complete Unicode character set is broken up into smaller sections, called blocks,
comprised of the character sets for particular languages or purposes. Though blocks may
seem synonymous with code pages, they are different in one very critical way: they have
their own unique assigned range of code points that apply to their characters.

In our worst-case scenario of having to try all passwords comprised of 1 to 10 characters
from the Unicode character set, we have 1,114,111 possible single character passwords,
1,241,243,320,000 two-character passwords (1,114,111 x 1,114,111), or
1,382,882,840,000,000,000 three-character passwords (1,114,111 x 1,114,111 x
1,114,111), etc. The total number of passwords comprised of the 1.114.111 code points
in sequences ranging from 1 to 10 is approximately 3E61 (three followed by 61 zeroes).

Optimization by Language Selection

The dictionaries selected by choosing languages contain the proper sequences of characters used
to represent the written form of the chosen languages (words). The more words in a dictionary,
the greater the possibility that a password can be derived from that dictionary.

In addition to the dictionaries used, language settings affect the character sets that are used to
modify or permute the words from the dictionaries. Rather than use the entire character set (as in
our worst-case scenarios), only those characters that are used by the selected languages will be
used in the password permutations.

To help put this into perspective, by selecting English in our worst-case scenario we reduce the
calculation from 256 possible code points to only 64 possible (approximately). This leads to
1.2E18 tests. Though still a large number, it is one 1/1,000,000 of the tests required by using the
entire 256 code points. It is one 1/2.5E43 the number of tests required by the complete
1,114,111 code points of the Unicode character set.

The huge numbers above represent brute-force attacks or attacks where every possibility is
attempted. Selecting languages, dictionaries, and character sets reduces the number of
passwords to be tested. If there is evidence that only certain categories or groups of characters
have been used creating passwords, such as lower- or uppercase letters, digits, diacritics, or
symbols, then the set of characters and number of password tests can be even further reduced.

The result of selecting languages is the need to test fewer character combinations than with a
brute-force attack (our worst-case scenario). Not all characters in a code page or in the Unicode
character set are relevant to a particular language. By selecting a language, a known valid
vocabulary represented by dictionaries will be tried, and then permuted using only those
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characters valid for the language. Only if this fails should you use a brute-force attack with the
specified character sets. Because of time required, brute-force attacks are usually impractical.
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Appendix A: Glossary

A collection of characters, much like a character set, that is defined as
part of the Unicode Standard. A single block is composed of a
contiguous range of values.

Any symbol that requires one byte of storage. This includes all the
ASCII and extended ASCII characters, including the space character. In
character-based software, everything that appears on the screen,
including graphics symbols, is considered to be a character. In
graphics-based applications, the term character is generally reserved for
letters, numbers, and punctuation.

A collection defining a range of characters needed to support one or
more languages or functions.

The traditional IBM term used for a specific character encoding table;
Each code page is comprised of a character set where every character
has been assigned a particular code point. Most code pages can contain
only 256 characters, though some pages contain more (in multiples of
256).

Numbers assigned to characters allowing the characters to be
referenced. ASCII uses 128 code points in the range 0—127. Unicode
uses 1,114,111 code points, many of which do not characters assigned
to them.

More than one code point can be assigned to a character. Sometimes
several code points are given to a character to represent different glyphs
being used.

The system by which the characters in a set are represented as a value
for storing (in a memory or file). A character set may have a variety of
different encodings. Code pages and Unicode are the most common
encodings (Unicode is a collection of more specific encodings).

The visible shape that represents a character, each character typically
corresponding to a single glyph. However, this is not always the case,
especially in a font used for a language with a large alphabet or
complex writing system, where one character may correspond to
several glyphs, or several characters to one glyph. Some characters
don’t represent a glyph, such as the ASCII bell character.

One of the encodings defined by the Unicode Standard. Short for
Universal Transformation Format, a method of converting Unicode
characters, which are 16 bits each, into 7- or 8-bit characters. UTF-7
converts Unicode into ASCII for transmission over 7-bit mail systems,
and UTF-8 converts Unicode to 8-bit bytes.
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Appendix B: Windows® Single-byte Code Pages

PPN UL | ST | 80T | ETX |EOT (ENQ | ACK |EEL | BS | HT | LF | ¥T | FF | CR | 80 | BI
000 | 0001 | 0002 | 0003 | 0004 | 0005 | 0006 | 0007 | 0002 | 0003 | 0004 | 00OE | 00OC | 000D | 0OOE | O0OF
O [LE (DCL |DCE | DC3 | DC4 | NAK | S¥H | ETE (CAN | EM | 5UB | ESC | Fd | GE | Bd | T3
oot | oon | ootz | om3 | oo | oms | oo | oor7 | ootz | om3 | oma | omE | omc | ooiD | 00fE | ooiF
20 IR " # |5 % & ' ( ) |+ . - . /
0020 | oogt | oozz | o023 | 0024 | 0025 | 0026 | 0027 | 0028 | 0023 | 0024 | 0028 | 002C | 0020 | 002E | 002F
30 BRU 11213 4 | 5 & | 7 = i : ; < | = =] 7
030 | 0031 | 0032 | 0033 | 0034 | 0035 | 0036 | 0037 | 0032 | 0033 | 0034 | 0038 | 003C | 0030 | 003E | 003F
40 € A B C D E F = H I ) K L M Iy 0
0040 | 0041 | 0042 | 0043 | 0044 | 0045 | 0046 | 0047 | 0043 | 0043 | 0044 | 004E | 004C | 004D | O04E | 004F
Nl F | o | R | s |T|U |V |W|X|Y]|Z|[|N]1]"]_
Q050 | 0051 | 0052 | 0053 | 0054 | 0055 | 0056 | 0057 | 0053 | 0053 | 0054 | 00SE | 00SC | 005D | 00SE | O0SF
T | 2| b |lc|ld|le|f|lg|lh|1|]J]|k|1l|m|n]|o
Q0g0 | 0061 | 0062 | 0063 | 0064 | 005 | 0066 | 0067 | 0082 | 0063 | 0084 | 00GE | 005C | 006D | OOSE | O0F
70 IS q r = t u v o ow | = W z { | ' ~ [ DEL

80

a0

2013

2014

AD i 1l

4

kil 1 1 & -1 h kil
00A0 | e | oEoz | oEos | oEo4 | oEos | oeos | oEo7 [ oEos | oEDs | oE0A
o IR I O O O A I 2 S TR BT
oEi0 | oEn | oErz | oEts | oEw | oEis | oEw [ oErr | oEse | oEw | oE1A
co TBEEEREEEEEEE R
nEz0 | oEX | oE22 | oE2z | oE24 | oE2s | oE2s | 0E27 | 0E23 | 0E29 | 0EZA
oo IE - _ - = = = = .
0Ez0 | 0Ex | oE32 | oE33 | oE34 | oE3s | oEss | oE37 | 0E3s | oE3 | oEme |LD
= 1 £ (2] +
x IHNENEEREREEEE @
0E40 | 0E41 | 0E42 | 0E43 | 0E44 | oE4s | oE4s | 0E47 [ oE4s [ oE4s | oEda | 0E4E | 0E4C | 0E4D | 0E4E | OE4F
Fo IS @ [ | o | & | & | %2 |0 | & | &[99 | e | :
0E50 | oEs1 | oEs2 | oEs: | oEs4 | oEss | oEss | oEs? | oEss | 0ES9 | oEss | oEsE
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WS UL | ST | 50T | ET: | EOT |ENQ | ACK (EEL | BS | HT | LF | ¥T | FF | CR | 50 | 5I
oooo | ooot | oooz | oooz | ooo4 | ooos | ooos | ooo7 | oooz | ooos | ooos | oooe | oooc | oooD | oooE | oooF
PR DLE |DCL | DC2Z | DC3 | DE4 | NAK | SYN |ETE | CAN | EM | SUB |ESC | FS | G5 | BS | U§
oo | oon | omz | om3 | omd | oms | oms | om7 | oms | oma | oma | ome | omc | oo | omE | omF
2[. ﬂ l " # 5 % & T I: :I * + r - - "'III
0020 ) ozt | oozz | oozz | ooz4 | ooes | ooze | oozy | oozz | oozs | ooza | ooze | ooec | oozo | ooze | ooze
30 AU 1 = 3 4 5 & 7 a o : H < = = 7
o030 | oo | oozz | oozz | o034 | ooes | ooze | oosy | oozs | ooss | ooze | ooze | ooec | oozo | oose | ooz
40 d A E Z D E F = H I J K L M ] 8]
o040 | o041 | o042 | oosz | ooss | o045 | oo4s | oosr | ooss [ ooss | ooss | oose | oosc | oodD | oodE | ooeF
@ F | Q| R | S |T|U |V | W |X|Y|Z|[]|N]|]1]"*]_
o050 | oost | oosz | oosz | oos4 | ooss | oose | oosy | oosz | ooss | oosa | oose | oosc | ooso | oose | oose
Tl | a|b|lc|d]le | f]lg|h|1|3J|k|1l|m|n|o
oo60 | oogt | oosz | oosz | ooss | ooss | oose | oosy | ooss | ooss | ooss | oose | oosc | ooso | oose | oose
70 t u ATy W H W = i | 3 ~ | DEL
oo74 | o075 | oors | oovy | oofe | oofe | oora | oove | oo7c | oofo | oope | OOFF
g0 " . T :‘: : i = < 2 T 2 Z
20iE | 2026 | 2020 | 202 2090 | oeo | 2039 | oms | oms | mro | oies
an ” * — — o é > é £ i i
2013 | 2oz | 2o | zozz | 2mz | zom 21zz | e | zoza | ose | oms | mvE | owws
AD - i # zﬁk : § = s < = - Z.
o202 | o1 | oosd | omd | ooss | ooa7 | ooas | ooss | ose | ooae | ooac | ooao | oose | mre
o F . v A .
BO t 4 p| T , |l a3 | » | L I | =
ooe0 | ooet | ozoe | o2 | ooes | ooes | ooes | ooe7 | ooes | ows | msF [ ooee | mao | oeoo | mze | orvc
Nl F | 2| A|lA|A|L|C|C|C|E|E|E|E|I|I|D
o154 | ooct | ooc2 | ooz | oocd | mza | owe | oocy | owoc | oocs [ ong | ooce | ona | ooco | oocE | onE

rd e & - s " e =] rd e .. -~
Do B T T 8] 8] 8] 8] b E I ) I I Nl T &
ono | o4z | oy | o003 | ooo4 | mso | ooos | ooo7 | oss | o | ooDs | mipo | ooDc | ooDo | misz | ooDF
Tl a =1 a a 1 & o & & 2 & & i b d
055 | ooet | ooEz | o3 | ooes | oza | owr | ooer | owo | ooes [ ona | ooee | one | ooeo | ooee | owe
ro EEHEEE NN ol | o d|a| v |t :
om | a4 | ows | ooFz [ oors | ot | oors | ooF7 | mse | oeF | ooFa | o | ooFc | ooFD | o3 | ozDa
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Wl IUL | 5T | 50T | ET | EOT | ENQ | ACK |EEL | BS | HT | LF | ¥T | FF | CR | 50 | 51
000 | 0001 | 0002 | 0003 | 0004 | 0005 | 0006 | 0007 | 0003 | 0003 | 000A | 00OE | 00OC | 000D | OOOE | O0OF
PR DLE |DCL | DC2Z | DC3 | DE4 | NAK | SYN |ETE | CAN | EM | SUB |ESC | FS | G5 | BS | U§
oot | oo | ootz | ooz | oo | oot | oo | 007 | ome | om3 | oma | ool | omc | oD | odE | ooiF
a0 ﬂ l " # 5 % & ' I: :I * + f - - "'III
0020 | pogt | oozz | o023 | 0024 | 0025 | 0026 | 0027 | 0023 | 0023 | 0024 | 002E | 002C | 0020 | 00ZE | 002F
el 0| 1| 2] 3 4 | 5 | a |7 g | 9 : ; <l == 7
0030 | 0031 | 0032 | 0033 | 0034 | 0035 | 0036 | 0037 | 0033 | 0033 | 0034 | 0038 | 003C | 0030 | 003E | 003F
40 C A B C D E F = H I g K L M M 0
0040 | 0041 | 0042 | 0043 | 0044 | 0045 | 0046 | 0047 | 0043 | 0043 | 0044 | 004E | 004C | 0040 | O04E | O04F
@ F | Q| R | S |T|U |V | W |X|Y|Z|[]|N]|]1]"*]_
Q050 | 0051 | 0052 | 0053 | 0054 | 0055 | 0056 | 0057 | 0053 | 0053 | 0054 | 00SE | 00SC | 005D | 0OSE | O0SF
Tl | a|b|lc|d]le | f]lg|h|1|3J|k|1l|m|n|o
Q060 | 0061 | 0082 | 0053 | 0084 | 0085 | 0066 | 0067 | 0063 | 0063 | 006A | 006E | 00SC | 006D | OOGE | O0F
70 IBE q r = t u v W ® | v z { | ' ~ | DEL
D070 | 0071 | 0072 | 0OF3 | 0074 | 0O7S | 0076 | 0OFF | 0078 | 0079 | 007A | OOFE | 007C | 007D | oove | OOFF
g0 B T B b " . 1 e £ k3 Jb < B iy F II
0402 | 0403 | 2014 | 0453 | 200E | 2026 | 2020 | 2021 | 20AC | 2030 | 0403 | 2033 | 0404 | 040C | 0408 | 040F
oo WY ¥ : » " . - — fpmomo o > | = E | R 11
0452 | 2ots | 213 | eoic | 2D | 2022 | 2013 | 2014 2122 | 0453 | 2034 | 0454 | 045C | 0458 | 045F
PO IESE | Vo ¥ | T | s | T | 8 @ | e |« |- |- I
0040 | n4nE | 045E | 0403 | 0044 | 0430 | 0046 | 00A7 | 0401 | 0043 | 0404 | 00AE | 00AC | 004D | 00AE | 0407
ol C |t T | 1| |p|q & || e | » | 3|8 |1
0E0 | 001 | 0406 | 0456 | 0431 | 005 | 00BE | 00B7 | 0451 | 216 | 0454 | 00BE | 0453 | 0405 | 0455 | 0457
co R B B r | E iy 3 | M K JI M H o II
D410 | 0401 | 0412 | 0413 | 044 | 045 | 0416 | 0417 | 0412 | 0413 | 044 | O4B | OHC | 040 | OME | 049F
Do = C T W & # I 4 i} i} = H =] 2 H A
0420 | 0421 | 0422 | 0423 | 0424 | 0425 | 0426 | 0427 | 0423 | 0429 | 0424 | 0428 | 042C | 0420 | 042E | 042F
ol = | % |8 |0 |Oo|e|=®|= | |®H |k |n|M|H|oO| I
0430 | 0431 | 0432 | 0433 | 0434 | 0435 | 0436 | 0437 | 0433 | 0439 | 0434 | 0435 | 043C | 0430 | 043E | 043F
+l ¢ ||| v |d | = | |u|lm || |H|E |5 |®B|A
0440 | 0441 | 0442 | 0443 | 0444 | 0445 | 0445 | 0447 | 0443 | 0443 | 0448 | 0448 | 04T | 044D | OM4E | D44F

© AccessData Corp.

Table 3: Windows Cyrillic Code Page (1251)

April 2006

Page 9



Wl IUL | 5T | 50T | ET | EOT | ENQ | ACK |EEL | BS | HT | LF | ¥T | FF | CR | 50 | 51
oooo | ooof | oooz | ooos | oood | ooos | ooos | ooo? | ooos | ooos | oooa | 00OE | oo0c | 000D | 0OOE | 000F
PR DLE |DCL | DC2Z | DC3 | DE4 | NAK | SYN |ETE | CAN | EM | SUB |ESC | FS | G5 | BS | U§
oofo | oot | ootz | omz | oo4 | oos | oo | oorF | oms | oma | oo | ooiE | ooic | ooiD | ooiE | OoF
a0 # 5 % & T i | * + ; - . ;
o023 | o024 | oozs | oozg | ooe7 | oozs | ooza | ooza | ooz | oozc | ooeD | oozE | ooz
30 3 4 5 =] 7 8 o : H < = pes 7
o033 | o034 | o035 | oozg | oosy | ooss | ooa | ooza | oose | oosc | oosD | oo | oo3F
a0 [ D E F = H I J K L M ] 8]
o043 | o044 | o045 | oods | oos7 | oods | ooda | ooda | oodE | oodc | ood4D | ood4E | o0dF
50 s|lrT|ulv | w|xXx|Y |[Z2]|[[%|1]"]|_
0053 | o054 | ooss | ooss | oos7 | ooss | oosa | oosa | oose | oosc | oosD | oosE | oosF
60 c|ld|le|f|lg|lh|1 |7 |k|1l]|m|n]|o
o063 | oos4 | ooss | ooss | oog7 | ooss | ooss | oosa | oose | oosc | oosD | oosE | oosF
70 = t 11 W W H i = i | 3 ~ | DEL
oo7: | oord | oovs | oovs | oovy | oors | oorg | oova | oove | oovc | oo | oore | OOFF
20 T " 1 t - % =1 < i
o3z | 2ot | 2026 | 2020 | 202 | ozce | zozo | om0 | zoss
90 w I - _ _ a ™ é 5
aoic | 2o | zozz | 2otm | 2o | ozDc| 22z | omet | zosa
AD £ # X : § h = a <
0020 | poat | oosz | oosg | oosd | ooas | ooas | ooar | ooss | ooss | ooas | oose | ooac | ooan | ooaE | ooaF
so T R J T I IS B I I 2 I
o0g0 | ooet | ooez | ooe3 | oos4 | ooes | ooes | ooe7 | ooEs | ooms | ooes | ooeg | mec | ooeo | ooeE | ooeF
By ki - ar . o Y i - .. LY . . ..
e &~ | A | A |A|A|A|lE|CQC|E|E|E|E | |IT|I|CZ
ooco | ooz | oocz | oocs | ooc4 | oocs | oocs | ooc? | oocs | ooce | ooca | ooce | oocc | ooco | oocE | oocE
e o | |jo o |G |0 |G| x|@|U|0O|0O|T|Y|E|DB
o000 | oooi | oooz | ooo3 | ooo4 | ooos | ooos | ooo7 | ooos | oooa | ooDa | oooe | oooc | oooo | oooE | oooF
Tl 2 | a|ld|&a|lalale|g|le|ée|&|e |1 |1|1]i
ooEn | ooE1 | ooz | ooEs | oo4 | ooes | ooes | ooe7 | ooEs | ooEs | ooea | ooee | ooec | ooED | ooEE | ooEF
Fo IR fi & & & & & = iz 1 1 11 i v =] 3
ooFn | ooF1 | ooFz | ooFs | ooF4 | ooFs | ooFe | ooF7 | ooFs | ooFs | ooFa | ooFe | ooFc | ooFD | ooFE | ooFF
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R IUL | 5T | 50T | ETX | EOT | ENQ | ACK | BEL | BS | HT
ooon | oo | oooz | oood | o004 | 0005 | 000G | 0007 | OO0S | 0009
10 DLE (DCL | DCE (DC3 | DC4 | NAE | 3¥N | ETE | CAlN | EM
ooi | o016 | ome | ooF | oome | oo
20 =] % & T [ ]
o024 | o025 | ooze | ooe? | ooss | ooza
30 4 5 a6 | 7 g 9
o034 | o035 | oo3s | oo7 | ooss | ooss
40 D|E|F |G |H]|TI
o044 | o045 | oods | o047 | oods | oods
50 T|U |V W | XY
o054 | ooss | ooss | oos? | ooss | oosa
ooe4 | ooes | ooes | ooe7 | ooes | ooss
70 t u w W | ¥
o074 | o075 | oo7e | o077 | oo7s | oove
20 o w | T F E k-
201E | 2026 | zozo | 20 2030
90 S I e B =
2010 | 2oz | aoim | oM A
AD S I 5 @
ooad | o0as | ooae | ooar | ooas | ooas |
BD e | T E|H|T
o34 | 00Es | ooee | ooB7 | 03gs | 0389 | 03gA
co A |E |2 |H|®|I]|EK
0394 | 0395 | 0396 | 0397 | 0398 | 0399 | 039A
DD T|Y |® | X |¥ | a |1
03a4 | 0345 | 0386 | 0347 | 0388 | 03A9 | 03A8
ED & e [ n| o L K
03E4 | 03B5 | 03B6 | 03B7 | 0388 | 03B | 0384
ol | P ||| T U | x| W W |l
03C0 | 03C1 | 03C2 | 0303 | 0304 | 0305 | 03C6 | 03C7 [ oscs | o3ca | osca
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Wl IUL | 5T | 50T | ET | EOT | ENQ | ACK |EEL | BS | HT | LF | ¥T | FF | CR | 50 | 51
oooo | ooof | oooz | ooos | oood | ooos | ooos | ooo? | ooos | ooos | oooa | 00OE | oo0c | 000D | 0OOE | 000F
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Appendix C: Language to Code Page Relationships

This list shows a language, its two-character code, and the code page name and number that
supports it. All of these languages are now supported in the AccessData Dictionary Utility.
Bolded languages are currently supported (both code page and Unicode) in the AccessData
products Password Recovery Toolkit (PRTK) and Distributed Network Attack™ (DNA).
Languages constructed by an asterisk (*) are those for which dictionaries have been constructed.

Language Two-character Code Code Page and Number
Afrikaans AF Latin 1 — 1252
Albanian SQ Central Europe — 1250
* Arabic AR Arabic — 1250

Azeri AZ Cyrillic — 1251

Azeri AZ Turkish — 1251
Basque EU Latin 1 — 1252
Belarusian BE Cyrillic — 1251
Bulgarian BG Cyrillic — 1251
Catalan CA Latin 1 — 1252
Croatian HR Central Europe — 1250
Czech CS Central Europe — 1250
Danish DA Latin 1 — 1252

Dutch NA Latin 1 — 1252
*English EN Latin 1 — 1252
Estonian ET Baltic — 1257

Faroese FO Latin 1 — 1252

Farsi FA Arabic — 1250

Finnish FI Latin 1 — 1252
*French FR Latin 1 — 1252
Galician GL Latin 1 — 1252
*German DE Latin 1 — 1252

Greek EL Greek — 1253

Hebrew HE Hebrew — 1255
Hungarian HU Central Europe — 1250
Icelandic IS Latin 1 — 1252
Indonesian ID Latin 1 — 1252
*Italian IT Latin 1 — 1252
*Japanese JA None

Kazakh KK Cyrillic — 1251
Kyrgyz KY Cyrillic — 1251
Latvian LV Baltic — 1257
Lithuanian LT Baltic — 1257
Macedonian MK Cyrillic — 1251

Malay MS Latin 1 — 1252
Mongolian MN Cyrillic — 1251
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Language Two-character Code Code Page and Number
Norwegian NO Latin 1 — 1252
Polish PL Central Europe — 1250
Portuguese PT Latin 1 — 1252
Romanian RO Central Europe — 1250
*Russian RU Cyrillic — 1251
Serbian SR Central Europe — 1250
Serbian SR Cyrillic — 1251
Slovak SK Central Europe — 1250
Slovenian SL Central Europe — 1250
*Spanish ES Latin 1 — 1252
Swahili SW Latin 1 — 1252
Swedish SV Latin 1 — 1252
Tatar TT Cyrillic — 1251
Turkish TR Turkish — 1251
Ukrainian UK Cyrillic — 1251
Urdu UR Arabic — 1250
Uzbek Uz Turkish — 1251
Uzbek UZ Cyrillic — 1251
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