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ACCESSDATA ENTERPRISE 3.0 DELIVERS LIVE MEMORY SEARCH AND
ADVANCED ENTERPRISE INVESTIGATION CAPABILITIES

The industry’s first enterprise investigations platform to enable the remote search
of memory on computers across the network.

LINDON, UTAH—Wednesday, November 18, 2009—Today, AccessData announced the release of AccessData (AD)
Enterprise 3.0, now the most powerful network-enabled computer forensics and incident response solution on the market.
The enterprise investigation solution of choice for many Fortune 500 companies, AD Enterprise allows organizations to
analyze multiple machines across the network simultaneously from a central location. Companies and government agencies
utilize this technology to quickly validate security breaches, indentify and analyze compromised computers, and remediate
threats. In addition, the solution is used to address internal threats, by allowing organizations to uncover and investigate
fraudulent behavior, confidential data leakage, the use of unauthorized applications and intellectual property theft.

AD Enterprise 3.0 is built on AccessData’s flagship technology, Forensic Toolkit® (FTK®). It is unlike other digital enterprise
investigations platforms in that it enables agent-side live memory search and analysis. This capability is critical to achieving
timely and effective response against advanced persistent threats, and is also critical to performing thorough internal
investigations. It allows the organization to see exactly what is running on suspect computers, then trace and kill the rogue
processes that threaten the organization’s information assets.

“Enterprise 3.0 is now far ahead of its competition when it comes to ease of use, scalability and analysis. It is our goal to
further enhance the memory analysis capabilities of our technology, over the next year, to create a platform that will redefine
incident response,” said Tim Leehealey CEO of AccessData.

Some of the key features available in AccessData Enterprise include the following:
e Scan thousands of nodes looking for strings/keywords in memory, review the results in context, and export the
responsive exe/dlls/unallocated for further analysis.
¢ Laptops can be configured to “check in” whenever the user is online. Whether the machine is at the coffee shop or a
home office, Check In allows organizations to securely capture data without waiting for the laptop to be active on the
organization’s network.
e Correlate static forensic data and volatile incident response data within the same interface.
e Industry’s first integrated “one click” acquisition of hard drives, RAM and volatile data.
Incident response console enables rapid review and analysis of key volatile data elements in an easy-to-use format
with “360-degree” views of data across machines and across time.
Integrated analysis and forensic collection of network shares.
Data processing wizard automatically categorizes, indexes and exposes acquired data.
Automated Batch Acquisition of devices and RAM streamlines large evidence collections.
Batch Remediation allows authorized personnel to automatically remediate threats on multiple machines at the
same time, which is critical to preventing widespread damage due to fast-proliferating threats.

About AccessData

AccessData has pioneered digital investigations for more than twenty years, providing the technology and training that
empower law enforcement, government agencies and corporations to perform thorough computer investigations of any kind
with speed and efficiency. Recognized throughout the world as an industry leader, AccessData delivers state-of-the-art
computer forensic, network forensic, password cracking and decryption solutions. lts Forensic Toolkit® and network-enabled
enterprise solutions allow organizations to preview, search for, forensically preserve, process and analyze electronic
evidence. AccessData’s solutions address criminal and internal investigations, incident response, eDiscovery and
information assurance. In addition, AccessData is a leading provider of digital forensics training and certification with its
much sought after AccessData Certified Examiner® (ACE®) program. For more information on AccessData visit
www.accessdata.com
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