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STEPS

1 In AccessData® Forensic Toolkit® (FTK®), identify the encrypted 
files. 

They are located in the Encrypted Files container of the FTK 
Overview tab).

2 Export the encrypted files from the FTK case to an external 
directory.

3 In FTK, export the Full Text Index by clicking Tools > Export Word 
List.

Use the default location (the PRTK6 folder) and name (case_name)

4 In PRTK, click Edit > Dictionaries > New Biographical to create a 
Biographical dictionary.

5 If you have additional information that might be useful in the 
password recovery, create a user-defined dictionary in a text file.

Consider guerrilla tactics such as using AccessData WebCrawler™ 
and/or Passphrase Generator™ to index the subject's favorite 
websites or to process potential words that can be combined into 
pass phrases. You can then export the web index to create another 
user-defined dictionary.

6 Use Registry Viewer or FTK to export word lists from applicable 
Registry files.

7 In PRTK, import Word Lists such as Dictionaries to creates a Code 
Page and a Unicode Dictionary compatible with PRTK.

7a Click Edit > Dictionaries > Import.

7b Navigate to text file.

7c (Optional) Provide a file description. 

7d Click Import.

8 In PRTK, set up a Dictionary Profile. 

8a Click Edit > Profiles > New. 

8b Select the dictionaries that you want to use.
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8c Select the levels that you want to apply to each dictionary and 
designate their order. 

9 If necessary, click Edit > Profiles > New to create new levels. 

10 Include the custom levels in your Dictionary Profile. 

11 Add the encrypted files to PRTK and recover the passwords.

Depending on the file type, you may select the types of cracks PRTK 
will perform.

12 When passwords are recovered, open the corresponding files, 
remove the passwords, and use the Save As option to save the 
decrypted files to an external folder.

13 In FTK, use the Add Evidence Wizard to add the contents of the 
decrypted files in the folder back to your FTK case.

Important: Ensure each file is closed before adding it as evidence.

14 Continue the investigation, remembering the AccessData 
Methodology.

15 Index the decrypted files you add to the case.

16 Export the updated case index.

Use the default location (the PRTK6 folder) and name (case_name)

17 Add the Full Text Index dictionary to the dictionary profile.

18 Resume the dictionary attack.

19 Decrypt EFS files in FTK.

To decrypt EFS files, you can select the Decrypt EFS Passwords 
process as you add evidence to your case, or you can click Tools > 
Decrypt EFS Passwords to initiate EFS decryption.

If FTK does not decrypt the EFS files, you might have a Windows XP 
SP1 or higher system. In the Windows XP SP1 or higher operating 
system, you must first break the logon password from the SAM file. 
Add the SAM file to PRTK and when prompted, point to the 
SYSTEM file to obtain the Syskey. PRTK will then conduct a 
dictionary attack against the SAM file to obtain the logon password. 
Make sure all the dictionaries are included in the PRTK Dictionary 
Profile before starting this procedure. When you obtain the logon 
password, return to FTK, select Tools > Enter EFS Password, then 
follow the procedure to decrypt the EFS files.
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