ePolicy Orchestrator® Integration: EI

The McAfee® + AccessData® Solution ,
AccessData

Enable forensically sound digital investigations, incident response and eDiscovery on ePO-managed assets...

Now you can conduct fine-grained, forensically sound digital investigations on assets managed

Aﬂ Af ® by McAfee® ePolicy Orchestrator® (ePO™)—McAfee’s centralized management

C ee framework—using AccessData’s enterprise investigation and eDiscovery technologies.

COMPATIBLE McAfee and AccessData have created a joint, integrated solution that extends the reach of
McAfee Total Protection for Endpoint.

The demand for forensic investigations is growing rapidly at government and commercial organizations of all sizes. The ability
to conduct digital investigations has become an essential capability for incident response, information assurance, classified
spillage recovery and eDiscovery. Security experts require enterprise-class tools for thorough, inexpensive and forensically
sound investigations across the network.

THE MCAFEE + ACCESSDATA SOLUTION

AccessData has pioneered digital investigations for 20 years, providing the technology and training that empower law enforcement, government agencies and
corporations to perform computer investigations of all kinds with speed and efficiency. Now, McAfee has partnered with AccessData to bring powerful computer
forensics, incident response and eDiscovery capabilities to McAfee customers.

This joint, integrated solution allows ePO administrators to do the following:

+ Use ePO to deploy AccessData agents on ePO-managed assets.

Query ePO to correlate users in its database with assets or activities under investigation.

View agent coverage reports that include publisher, product, version and more.

Leverage AccessData technology to perform end-to-end eDiscovery, cutting-edge incident response and deep dive forensic investigations.

ACCESSDATA ENTERPRISE INVESTIGATIONS TECHNOLOGY

eDiscovery: Automate every part of the eDiscovery process with an end-to-end solution that virtually walks you through each phase of the eDiscovery
lifecycle, saving you a significant amount of time and money. Utilize AccessData eDiscovery’s smart-target technology to identify, collect, preserve, process
review and produce data from workstations, laptops, network shares, email servers and structured data repositories, such as Documentum and SharePoint.

Incident Response: AccessData Enterprise enables quick and effective investigations of security breaches, such as hacking, worms, viruses and
malware, by delivering quick and thorough analysis of volatile data on target machines across the network.

Forensic Investigations: AccessData Enterprise allows examiners to view data on target machines throughout the enterprise to detect, identify and
investigate inside threats, such as policy violations, IP theft or the leakage of personal information.

Remotely investigate target computers across the network undetected by the end users.

Forensically acquire and analyze target files, entire drives and RAM.

Recover deleted data and files in unallocated and slack space.

Decrypt documents and crack passwords.

Search target nodes against any search criteria, including keywords, file types, user or any metadata.
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ABOUT ACCESSDATA®:

AccessData has pioneered digital investigations for twenty years, providing the technology and training that empower law enforcement, government
agencies and corporations to perform thorough computer investigations with speed and efficiency. Recognized throughout the world as an industry
leader, AccessData delivers state-of-the-art password cracking, decryption and computer forensic solutions. AccessData's Forensic Toolkit™ and
enterprise investigative solutions enable organizations to preview, search for, analyze, process and forensically preserve electronic evidence for the
purposes of criminal investigations, internal investigations, incident response and eDiscovery. AccessData is also a leading provider of digital
forensics training and certification with its much sought after AccessData Certified Examiners (ACE) program.

ABOUT MCAFEE, INC:

Recognized as an industry leader, AccessData delivers state-of-the-art computer forensic solutions. The integrated solution extends the capabilities
of McAfee Total Protection for Endpoint—the industry’s most advanced endpoint security solution—while also lowering the total cost of ownership
and delivering a more powerful security solution than is available from either vendor alone.

ABOUT MCAFEE SECURITY INNOVATION ALLIANCE:

The McAfee Security Innovation Alliance is the foundation of a technology ecosystem designed to assemble the world's leading security innovations.
Working together, McAfee and its partners deliver solutions more comprehensive than those available from any single vendor. You'll find the McAfee
Compatible logo on products that have passed McAfee's integration testing. For more information, visit www.mcafee.com/sia.
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